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SOCIAL MEDIA SECURITY
. (Computer Sclence and Engmeermg Cyber Security) .
" “Time: 3 Hours : Max Marks 75 ;

“.. /" Note: i) Question paper consists of Part A Part B.

i1) Part A is compulsory, which carries 25 marks In Part A Answer all questlons
iii) In Part B, Answer any one question from each unit. Each question carries 10 marks
and may have a, b as sub questions.

_PART-A

"‘-.Cnve any'two professlonal social medxa appllcatlons [
List the security threats. - [
Quote examples for cybercrimes. [
What is the effect of phishing? [

What are the security issues in getting information out to people? [2]

[
[
[
[
[

What is the importance of content management?

[List any two risks of social media. - A S 2},
. What js the effect of information lcakage? ..... _ G Lo 3] ./
How to protect privacy of customér-data? ° et el 2]
What is the difference between security and privacy? 3]
PART -B
(50 Marks)
. 2. Elaborate the advantages and dlsadvantages of social. medla in technology [10]..
"'Suggcst methods and mcchanlsms 10° handle security. threats in soc1al dedia. \ [10] 5/
4. Discuss how social media is used by cybercriminals as the latest tool to commit various
illegal, unwanted or malicious acts. [10]
OR
How to 1dent1fy hacked accounts _o‘n 1nternet9 Exptam the measures to be taken to aV01d
:..--hackmg b : SR }0] &
e Make a comparlson of the features of good somal campalgn and bad somal campalgn [10]
OR
7. Explain different types of hoaxes on social media with examples. [10]
8. How can data loss and information leakage causes public embarrassment for an
__.orgamzatlon‘? Suggest methods to- hand]e this situation,  ~ [l.-f)]'----.
..... What 1s archlvmg‘? Dlscuss the 1mpact of arch1v1ng in aV01d1ng I‘lSkS of somal medla [10]
10. Explain the importance of location awareness in social media apps and the privacy threats
associated with it. [10]
OR

A _“Potentlal privacy.issues should be. mitigated through a .combination of pohcles securlty
settmgs and awarenes ‘-jof nsks Su pport or oppose thlS statement ;
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